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Telematics as a future method for improving the safety of rail transport

Abstract: The paper shows how the development of telemaiistems affects the field of
railway traffic management and control. It presecwsrent and future solutions that can
significantly improve safety. A mathematical appasain the form of Markov processes was
proposed for analysis.
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Introduction

The purpose of introducing new systems, includirgTEIS/ETCS, is to increase the
functionality of rail transport, [7]. Despite themication of new solutions, the level of
security, concerning onboard devices or systenthancontrol center, cannot be reduced to
the requirements of RAMS (Reliability, Availabilityylaintainability, and Safety) contained
in the PN-EN 50126 standard, [3], [6]. Railway ti@management and control systems must
be constructed under the requirements and appdictbhdards that define such requirements
as the Tolerable Hazard Rate or the method of gotlisnsmitted information. The paper
shows that system readiness can be defined asdhaljplity of a non-occurrence of a critical
event. The presented method of estimating readiwessbased on the Markov chain. The
presented models correspond to the systems alieadse and reference was made to the
proposals for the implementation of systems usjgndransmission standards.

Fundamentals of safety analysis of rail traffic management and control systems

In the newly designed rail traffic management aoitio| systems, one of the basic indicators
characterizing safety is the so-called tolerabd& tevel - THR. The estimated value of this
indicator must fall within the range assumed fagiven group of devices. This indicator is

referred to as, [11]:
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where:
Ji— intensity of damage for the channel

ty ' — system response time to error since it was aidatehe channel
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Secure computer systems usually working in a redondtructure (2z2,2z3) with the
independence of data processing channels guararitere probability of a critical failure. It
should be added that safety also depends on the dindetection of single and multiple
defects. With one processing channel, the formLjafalysis boils down to determining the
damage intensity factor.

For a two-channel system, formula (1) takes thenfékty/ter. In this case, the critical
damage intensity has been reduced to a deggée- 4ty - response time to damages t-
average time to failure in the channel). For ragffic management and control systems
included in the highest fourth SIL (Safety Integtitevel), THR values should be in the range
10° < THR<10®.

In addition to the THR indicator mentioned abo\gl, traffic management and control
systems (hardware, software) can be analyzed wWigA, FTA or Markov chain, [8], [9],
[14]. The latter uses continuous-time processesdbi@elate with the Poisson process. If the
transition from one condition to another causedabgertain stream of events is a Poisson
stream, then the random process in the systemMarkov chain of a step and continuous-
time. System transition from conditidh to condition§ is designated by a functiofj(t),
wherel is the intensity of the damage or the intensityheftransitions. The matrix describing
the chain corresponds to a graph that can be widtsea system of differential equations. The
differential equation for th&" condition is shown in the following equation:

dR(t L L
RO - R340+ ROLROAO @
i=1 j=1
wherei = 1, 2, 3, ...., n,R(t) — are the probability distributions of individuzadnditions.
In order to resolve such a system, initial condionust be assumed:

RO=R

3)
wherei=1,2,3,....,n
This method in stationary conditions allows obtagna system of linear algebraic equations.
This is possible by using Laplace transform:

f(s)= L[ f(1)] = ojoe‘St F(t)dt 4)
0

Using the properties of the transform:

L[ (0] = sf(s) - (0) (5)
the system of differential equations can be tramséal into an algebraic equation, thanks to
which Laplace transforms of appropriate probabe#it? can be determined:

~ ~ n n ~
sP(s) - R (0) =—Pi(s) X_Aj +>.4; Pi(s) (6)
ji=L =1
The system of equations presented in the operator is solved as a classic system of linear
equations. When calculating probability limitsjrait thorem is used:

lim sP(s) = lim P(t) (7)

t>o0 -0
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Due to the way of working and reacting to the dasagcording to the theory of reliability,
some rail traffic control systems can be charanterias systems with repair (in the modeling
of railway traffic control systems, a system withoepair is also used). The system model
with repair assumes cyclical recovery from dis&pilFig. 1).
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1. Characteristics of the system with repair

For the system with repair, the concept of systemdiness has been introduced - the
probability that the object is operational at thementt from the start of the operation. It is
the sum of the probabilities of the object beingha conditions of efficiency:

n
At) = > R(t) (8)
i=0
wheren is the last condition of efficiency.
The readiness factor of the repairable facilitysAekpressed as a limit value, which means
that the facility will be operational after a seféntly long period of operation:

A= lim A(t) 9)

| %)
The readiness factor of the repairable object @odiculated based on the Laplace transform
boundary property a . 0.

In srk systems, safety is intuitively associatedhwiot being in the condition of
multiple damages. That is why the concept of stedacontrolled damage. All single
damages should be controlled (detected in a relgtishort time), while multiple damages,
related to the simultaneous occurrence of a faulh iprocessing channels, decide on the
occurrence of a dangerous situation (assuming fecieutly short response time of multiple
fault detection). Redundant systems do not havéeaosafe, only their reliability ratios
increase significantly, especially the time toicat damage (safety failure). As a rule, these
are systems that tolerate damage to individual eh¢sn working to damage the last element
(fault-tolerant).

In safe systems (the general model is shown inZjigwo groups of end conditions are
introduced:

» condition of dangerous damages,

» condition of controlled damages.

A fail-safe system is a system in which being coatrolled failure condition leads to a safety
response - emergency control. In R2gcondition 1 is a condition of controlled damaties
transition to this condition is ensured by, amotigecs telematics solutions.
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2. General model of a fail-safe system

The model presented in Figuéeis a stationary and homogeneous Markov chain. The
following conditions are distinguished in this mbde
* 0 - condition of correct operation,
e 1 — condition of controlled damages,
e 2 - condition of dangerous damages (catastrophic).
with markings:
* Us, Mg — the intensity of repairs in the condition of ttofled damages and a condition of
dangerous damages,
* 1 —the intensity of damage,
* Prs— the probability of controlled damage (e.qg., @bty of switching at the time of
damage).
By solving the system of state equations, one edculate the limit value of probability P2,
i.e. the probability of being in a state of critidamage:

po=— AHUTPe) A (10)
Hstly + A(fs = Pess + Hy) Mg
The readiness factor for the model in Fig. 2 imtequal A =1 - P2.

Dispatcher system security

The modern dispatching system is an example of Hi-ommputer system, in which the
failure of one of the computers causes switchinthéowork of another of the computers, the
backup, but working in the hot standby mode. Anneple of such a system may be the
ILTOR-2 system known in Poland, shown in F3gwhose model as a system with repair, is
shown in Fig4.

3. Contemporary rail traffic control center - ILTOR-

4
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4. Model of the system with repair - the control tegn

The switch with the probability of correct switchip is responsible for switching to the
standby computer. In this model we distinguishfdlewing conditions:

* 0 - main and backup functional computer,

* 1 -reserve work status,

» 2 — state of controlled damages (turning off tlEmdby computer working as the main
one),

» 3 - the state of dangerous damage, in which the o@nputer was damaged, and the
standby computer as a result of incorrect switchdind) not take over the control
function.

By solving the system of state equations, the itbaP3 was calculated:

p3= A-pmqs A
HOpR + A +p) A-pu
Assuming A =10"h™t, g=1h"t and p=1-107° the limit value of the readiness factor for
t - oo equalsA=1 — P3=0,9999999.

(11)

5h—1

ERTMS/ETCS system security
The ETCS system (European Train Control Systerohesof the components of the ERTMS
system (European Rail Traffic Management Systet). [The goal of the ERTMS system is
to ensure the interoperability of rail transport By member states. This is because the
railway managers of the member countries have dpedl their solutions regarding the
technical specifications for rail traffic controhé management systems. Unification of
various control systems will allow "railway withodorders”. With regard to safety, the
ERTMS system can contribute to the elimination\args that may cause a threat to railway
traffic, such as ignoring the "stop" signal ande=ding the speed limit on a given section.
The solutions used in ERTMS allow for higher speefisolling stock and higher capacity
while maintaining a high level of security, [4],]]913]. The ERTMS/ETCS system can be
configured to work in one of the levels [1]:
» level 1 - a solution based on the transmissiorriefrdy licenses by means of balise,
* level 2 - GSM-R is used to transmit driving permitesides, the track is equipped
with radio block centejs
* level 3 - is a development of level two and enaldaging following the movable
block gap. At this level, axle counters and traic&uits are omitted.
Elements of the ETCS system are shown in Fig. 5 [2]



Transportation Overview - Przegl Komunikacyjny 9/2019

g b - e [ -

5. ETCS systerh driver interfaée, b) atennarﬁn1¢vehicle communication c) eurobalise
d) GSM subsystem e) interface unit f) on-board coatepg) data recording module,
[based on 2]

Fig. 6 shows the model for the ERTMS / ETCS system.

6. Model for the ERTMS/ETCS system

In the model, there are:
» Condition O - state of normal operation.
» Condition 1 - data reception status. Implementatibcommands by the system.
» Condition 2 — controlled damage (e.g. no GSM-Rdnaission). Automatic train stop.
» Condition 3 — emergency vehicle displacement.
» Condition 4 — train running as indicated by tradkssignals.
» Condition 5 — critical condition, uncontrolled.
We can write state equations for the model in &ig.
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dP_(t
;’t( L a-paea APIP () + HP (1) + 11, P, (1) + 3Py (1) + 11 ,Pg (1)
dPl(t)_(l_ . i
2= @ P)APG () = 4Py (1) = 4,Py (1) 12)
dPZ(t):A P, (t) + A, P (t) = AP, ()
dt 2" 170 372
P, p (t) = UoPL (1) = AP, (1)
dt 372 373 573
dP4(t)=AP ()= u.P, ()= A, P, (1)
ot 0 174 44
dP. (1) i
2= 1,4P (1) + APy (1) ~ PG (1)

In the model from Fig6, it was assumed that the most undesirable statits 5. The limit
probability of being in statesRs:

Ps()t—oo=[(MA1 + (A + A)A2)Aa(H1 + Aa)hs + PhAs(HAa(Ms + As) + (Hshapads))] / [PH2MsAA2AG +
HoMsAoAg - PHoMsAAoHops AoAs + HoHsAshaPLoHeAAZAs + HolshoAshaddohahs - PLoAA2AZA, +
p|.137\.7\.27\.37\.4 + L,lz)\,]}\,z)\,g)m + ((l.lz(}\. + 7»1)7\.2 + O\. + 7»1)7\.3 + le()» + 7\,2)7\.3)7\.4 + pU-Z;\- (7\.27\.3 - (7\.2 +
A3)Aa)) As + H(BA3(M2 + Ag)(Ms + As) + Ha(hadahs + Ho(Aahs + Pg (A + A3) + (A1 + A3)hs)) + Mg
(MAghs + Po(AAg + Pa(hg + Ag) + (A1 + A3)As))) + pa((A —ph + A1)Aohahs + Ho(Aako Az + Pa(ha(ha +

A3) - (-1 + P)A(A2+ X3)) + Ao(A1+ A3)As- (-1 + pM(A2ha + (A2 + A3) As5)))] 13
13

Assuming parameters (tablg: the threshold value of the readiness factor walsulated
depending on the probability p of the vehicle nsihg the ERTMS/ETCS system, as shown

in Table2.

Tab. 1. Assumptions for the model from Fi§).
Parameter] A M, Ao A3 Aa s V1 9] M2 M3
Value [h'] | 6 | 0.00001 1 | 0.001| 10%., | 30| 2u| 0.083| 1

Tab. 2. Calculations for the model in Fif.

Probabilityp 0.1 0.3 0.5 0.7 0.9
0.99989 | 0.99969| 0.99947 | 0.99925| 0.99902
Value A 8 1 6 4 4

Train collision exclusion system - new solutions

The proposed concept of an additional system infogrthe driver about another train on the
route assumes: data transmission over a distant® kM, the possibility of using the open

data transmission standard, installation on a sirgick line, [12]. The solution may function

as an additional panel installed in the driverb. d& another train within the range of the

transmission module is detected, the system begiinform about the distance from it. The
system can be particularly important in the evdrtadlision traffic on one track. It is enough

to mention two tragedies in which a total of 35 gleovere killed - a collision in Bari-Barletta

(Italy, 2016) and Bad Aibling (Germany, 2016). Higd proposes a model that includes an
additional system to inform the driver about anoth&n on the route.
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7. Model of warning system about the possibilityaafollision on the route

In the model, there can be distinguished:
 condition O - the condition of correct operation,
 condition 1 — waiting for information about thaitr within range of the radio module,
* condition - reception of critical data,
 condition — the condition of critical situation.
where:
» ) —the intensity of messages sent along the tralil,
* Al —the intensity of sent critical messages,
* p - the probability of a critical situation,
» pFC - the probability of correct response,
* M -service time,
* u1 -time of handling critical situation,
* M2 —the intensity of transition to a dangeroutesta
* M3 -recovery time.

Assuming parameterg=12/h, ;= A-p, p=0.1%, p1=30/h, p=pH1(1-pec), Prc= 0.999, y=4h
and by solving the system of state equations femtioedel from Fig7, the limit value of the
readiness factor is:

. A
A() lim = 2 = 0,999952 (14)
toe (lul+/'12)|113+/11[q/'12+1u3)

In the absence of an additional system, the modé&lig. 7 is limited to conditions 1 and 3
with the intensity of transitioh; to state 3. In this case, the limit value of thadiness factor
under the same assumptionand |4 is 0.954198.

Conclusions

Mathematical analysis carried out in the paper gltbtvow new technologies originating in

the field of telematics increase the level of seguPresented and modeled ERTMS/ETCS
system is currently the only solution constitutiag interface between various rail traffic
management and control systems. As pointed outd¥tiropean Court of Auditors, the cost
of equipping the European rail network (TEN-T) wlHRTMS may amount to EUR 188

billion [15]. There is no doubt, however, that tlsystem is necessary to ensure
interoperability. The authors also presented thecept of a system that by using the public
wireless transmission standard can contribute ¢oirtiprovement of railway traffic safety.

The presented concept is an extension of solutisad in other modes of transport.
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